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INTRODUCTION
If you are newly responsible for Software Asset Management (SAM)
at your organization, interested in the benefits a SAM program can
provide, or simply curious about SAM, then this White Paper is for you.
Typically, the aspects of SAM that newcomers are most often
surprised by, is not just the need to understand software and how
licenses govern legal usage of it, but the knowledge required of
hardware environments or infrastructure on which applications
run, user behavior, and other factors such as the explosion of
cloud, all of which are an integral part of SAM.
Firstly, hardware is becoming increasingly virtualized, machines
are getting ever faster supporting greater workloads and/ or more
users. The impact on software licensing models is, for example,
visible in the way vendors no longer use a one-license-permachine model, but have shifted to assessing the computational
power available to an application by counting the number of
processors or cores of the underlying hardware.
The second major impact on software licensing is user behavior.
The smartphone and constant connectivity have transformed
average users into tech aware mini IT departments, capable of
finding new applications to meet evolving needs and updating outof-date technology. But these users are not necessarily concerned
with safeguarding information from intrusion. As major vendors
respond to more demanding workforces by relaxing restrictions
on usage of their software and providing greater flexibility in return
for more advantageous revenue models, risks to information
security can increase.

The third and primary game changer, however, is cloud computing.
Enabled by the combined evolution of multiple underlying
technologies, including networking, hardware, virtualization, and
web, the impact of cloud on licensing models is only in its infancy.
The cloud’s most obvious impact on software licensing is perhaps
reflected by the shift from perpetual to subscription, but new payas-you-use models are emerging as adoption rises, and crossindustry services are packaged and combined in innovative ways.

The Basics of SAM
and How It Has
Evolved With
Cloud Computing

This paper looks at two eras of SAM: pre-cloud and cloud. Onpremise datacenters managed, financed, and controlled by
centralized IT – traditional SAM – dominated the pre-cloud era.
Whereas Anything-as-a-Service (XaaS), subscription models, greater
flexibility for users, and decentralized control define the current
cloud era. To reflect this cloud perspective this paper is divided
into two sections:
PART I:
BASICS OF TRADITIONAL SAM – SOFTWARE RUNNING IN
ON-PREMISE DATACENTERS AND CLIENT COMPUTERS
PART II:
HOW SAM HAS EVOLVED WITH CLOUD COMPUTING
At the end, you’ll find a wrap up with a glimpse of what we can
expect from SAM in the future, and what impact technologies such
as the Internet of Things (IoT) and Artificial Intelligence (AI) will have
on Software Asset Management.
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PART I
BASICS OF TRADITIONAL SAM

The origins of SAM are based in the practice of selling software through licenses and the business of
auditing organizations to ensure procured software is installed and used in accordance with the terms
and conditions set forth in the license agreement.
At one time, the responsibility for assuring compliant use of software and providing support in the
event of an audit was scattered across distinct roles in IT. Today, however, many organizations employ
dedicated SAM managers to proactively maintain compliance, carry out self-auditing, interpret licensing
terms, manage contract renewals, and optimize spend on software. SAM managers are most often still
part of IT, but in addition to providing the CIO with insight, the role is shifting to provide intelligence
to other parts of the business, including the CFO, the Chief Procurement Officer (CPO), and the Chief
Security Officer (CSO).
The purpose of SAM is risk containment – risk in the form of overspend or underspend on software
licenses, audit fines, poor forecasts, and even brand value when high profile audits reach the
courtroom. Some industry analysts claim that enterprises with an effective SAM practice can reduce
their total software spend by up to 30 percent.
Traditional SAM covers software running on the desktops, laptops, workstations, and mobile devices
connected to the corporate network and on servers in the local, on-premise, datacenter.
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WHAT IS COMPLIANCE?
Compliance means different things in different industries and
disciplines. To do business, highly-regulated industries, like
telecom operators and airlines, need to comply with industry
regulations and government legislation. And all businesses need
to comply with local or regional data protection regulations. In the
SAM world, compliance refers to the use of software in accordance
with the terms and conditions of the license agreement.

THE LICENSE
At the heart of SAM is the software license – the legal entitlement
to use an application. The terms and conditions of the license
define who can use the software, on what machine(s), and when.
A license can, for example, grant access to an application to a
specific user on a given machine, or to several team members via
a server. Clauses governing, for example, upgrade rights, access to
other applications in the same bundle, audit requirements, home
use exceptions, and renewal conditions are typically included in
the software license.
Licenses tend to be agreed between a vendor or partner and an
organization or a user. Terms and conditions vary depending on,
for example, the volume of licenses acquired, additional purchases
such as support and maintenance, and any up-front cash
commitments.
The ability of the SAM manager to interpret the fine print of the
license is a fundamental skill, sometimes done in conjunction with
legal, partners, and other licensing experts when appropriate.
This interpretation is critical, as it forms the basis of compliance
calculations which can lead to cost savings on software spend and
mitigate the risk of audit fines.

The keyword when it comes to licenses is entitlement, which
governs how the license entitles you to use the software.

METRICS
Metrics are the building blocks of licenses. Software tends to
be licensed using several metrics, or rather one primary metric
together with additional use rights. License metrics for the most
popular software titles can be categorized by: user, per install,
processor or core count, number of concurrent users, and
metering (usage). When metrics relate to hardware, determining
compliance becomes complex as it depends on how servers
are configured in terms of, for example, load balancing, hot and
warm standby, or whether the software is being run in a test,
development, or production environment.
A word of caution: software vendors can use the same metric different
ways. Concurrent use may not mean the same thing from one product
to the next, and vendors may use the same metric in different ways
across their portfolio.

A WORD OF CAUTION:

Concurrent use may not mean
the same thing from one product
to the next, and vendors may
use the same metric in different
ways across their portfolio.
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TABLE 1: SAM TERMINOLOGY
Most industries are full of jargon, and SAM is no exception. To facilitate a clear understanding of SAM, here is a list of some of the concepts covered in this paper.
Concept
Bundle

Description
A collection of software applications that can be procured individually, but which
for commercial or technical considerations are offered together as a bundle. The
capability to identify whether an application is installed as a standalone or as part of
a bundle is a significant factor for accurate calculation of software consumption and
license compliance.

Computer/ device/ install

A license metric limiting the number of installations of the application on
computers, mobile devices, or servers.

Concurrent/ networked

A license metric limiting the number of concurrent users or concurrent users on
the same network.

Contract renegotiation date

Point at which a license agreement between a vendor and the customer should
be renegotiated – often three years with an annual review. Restrictions sometimes
apply during the months preceding contract renegotiation date, such as limited
capability to purchase additional licenses. Vendors tend to allow customers to
use their software for a year without auditing, providing additional licenses are
procured prior to annual reviews.

Core count

Effective License Position (ELP)

The number of processor cores available to an application – often used as a licensing
metric for server-side software, as it provides an indication of the computational
capacity of the underlying hardware. Traditional hardware architectures were built
with one processor per machine. To improve computational capacity, both dual
processor machines and multicore processors have developed. Dual processor
machines have two sockets, one for each processor. Whereas, multicore processors
contain several cores on the same chipset.
Some license terms and conditions carry a core count and others a processor
count. To further complicate matters software publishers may count cores
differently from hardware manufacturers.
The Effective License Position is the difference between license entitlements for an
application and actual consumption of the application. If, for example, the primary
metric of an application is installation, and your entitlements show you have 100
licenses and the actual number of installs is 90, then the ELP is -10.

Concept

Description

End-of-Life (EoL)

Date on which an application version is no longer supported, maintained, or
patched by the vendor. End-of-life information is important for the SAM manager
to ensure that such software, which poses security risks and is costly to maintain, is
replaced or updated before the EoL date.

Entitlement

How you can use software in accordance with the terms and conditions of the
license, in conjunction with applicable volume and maintenance agreements.
Correct interpretation is a significant factor for accurate ELP calculation.

Infrastructure as-a-Service
(IaaS)

The delivery of traditional hardware capabilities – computational power, networking,
memory, and storage – as a software service often on a subscription payment (pay
as you go) model.

Indirect usage

Relates to the way a given piece of software is connected to other systems. For
example, a payroll system using software X is connected to a financial system
running software Y. The application Y uses content generated by application X to
provide a dashboard for the CFO. If the terms and conditions for application X
contain an indirect usage clause, some form of license will be required for Y to use
the data generated by X.

Perpetual license

Allows use of the product or service described in the license agreement forever.
Most software, however, carries an end-of-life date, after which additional
maintenance and support contracts are no longer provided by the vendor. Use of
software after this point is open to risk.

Primary metric

The main metric used to determine compliance. For example, if the primary metric of
an application is installations, then compliance will be based on the number of installs.

Processor count

The number of processors available to an application – often used as a licensing
metric for server-side software, as it provides an indication of the computational
capacity of the underlying hardware. Traditional hardware architectures were built
with one processor per machine. To improve computational capacity, both dual
processor machines and multicore processors have developed. Dual processor
machines have two sockets, one for each processor. Whereas. multicore processors
contain several processors on the same chipset.
Some license terms and conditions carry a core count and others a processor
count. To further complicate matters software publishers may count cores
differently from hardware manufacturers.
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Concept
Reharvesting

Software-as-a-Service (SaaS)

Secondary Usage rights

Description
The process of reassigning unused licenses for use by another user. Software
can become unused for many reasons, such as people leaving the organization,
automatic role-based license assignment, role changes, and changes in business
needs. The terms and conditions of some license agreements may include a
quarantine period during which the license must remain unassigned or inactive
before it can be reassigned to another user.

Concept
Temporary License

Grants usage to a software product, often with restrictions. Temporary licenses
can be used, for example, to grant use of software under a trial period, legally
protecting the vendor, yet allowing users to test functionality to determine if the
product is suitable.

Upgrade/ downgrade rights

Upgrade rights, granting use of newer versions of a product or service, can be
included in the license or maintenance agreements covering the software. In
contrast, upgrade rights tend to be built-in to SaaS applications.

The delivery of software applications through a web browser/ portal often with
external storage, and usually offered on a subscription basis. SaaS applications
are typically accessible from any machine with an internet connection, promoting
collaboration and workplace flexibility.
Grants extended use rights for a piece of software. For example, if the use rights
entitle a named user (person) to use the software on a work computer, secondary
rights might grant the same user to install the software on their home computer.

Shelfware

Software licenses that have never been installed or are not assigned to users.
Shelfware typically refers to software that has been purchased as part of volume
licensing that is no longer used due to changing business needs, or has been
forgotten about.

Subscription License

Licenses that use a subscription model, such as fixed payment on a monthly or
yearly basis, or pay-as-you-use. Subscription licenses can include upfront payment
or time commitments, and fines may apply for early cancellation.

Suite

A group of individual software products that are sold together. In terms of software
recognition, it is important to identify applications that are part of a suite to ensure
that licenses are counted according to the terms and conditions of the suite and
not the standalone application.

Support and maintenance

Support and maintenance are additional services provided by vendors on top of
their primary offerings. Support tends to include management of the service in the
customer’s environment. Pricing and content of support agreements vary greatly,
but can for example, span a year with a cap on the maximum number of support
tickets per month, after which another level of pricing kicks in. Maintenance tends
to cover patches, updates, and upgrades of installations. Like support, the business
models for maintenance varies, it can be an annual fee based on the number of
licenses purchased and typically includes upgrade rights.

Description

Downgrade rights permits the running of lower versions of the software, which
may be desirable due to hardware limitations, necessary during the rollout of an
upgrade, or to support customized business applications that have been built on
top of a previous version.
User

The person or machine that consumes or uses an application, device, or data. For
example, the user of a computer is typically a person.

Virtualization

The process of transforming a service from using specialized hardware and physical
devices to generic hardware with software replacing much of the functionality
previously carried out by hardware. For example, a network switch is a specialized
device placed in the network that uses low-level software to route data packets to
their destinations. A virtual network switch is a routing application running on any
machine in the network.

Virtual machine (VM)

An operating system, storage, CPU, memory, and networking capabilities wrapped
to run on another machine. VMs provide a way to partition hardware so that
applications can run in isolation, yet share the resources of the underlying
hardware.
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THE AUDIT

SOFTWARE LICENSING MODELS

Audits are the mechanism used by vendors to ensure that their
customers are using software in accordance to what they have
purchased. As software deployment evolves, the nature of the
audit is also changing – shifting from a focus on compliance toward
a negotiating opportunity to push customers into upgrading to
newer versions of their software. Audits may be aligned with
customer renewal dates but can occur at any time of year. For
vendors, audits have shifted from an occasional to a regular
business unit activity.

To cater for the massive number of ways software can be
consumed, vendors have devised a multitude of software licensing
models to ensure that their products remain competitive in the IT
landscape and user consumption patterns evolve. These models
are often complex, requiring an understanding of how users
consume the software, as well as the infrastructure/ hardware it
is running on. To unravel this complexity, SAM solutions like Snow
have evolved to take the routine work out of constantly monitoring
all the machines and devices attached to the IT environment as
well as the daily task of ensuring compliance for every installed
application.

Audits put customers in a curious position, which can be one of
strength or weakness, depending on the maturity of their SAM
program. Strongly positioned customers – the ones that actively
manage and are in control of their licensing – can use the audit
process to renegotiate existing agreements.
In a 2017 poll of our own customers, 81% of them reported one
or more software vendor audits a year, so leveraging your SAM
program is an effective way to ensure you are not relying on
vendor-provided data that shows what they think you owe.
Armed with your own accurate view of software deployment,
configuration, licensing, and usage, puts you in a position of
strength. You do not need to accept what the vendor states, you
can counter with accurate data that clarifies any variance.

To illustrate the point, let’s look at the way vendors have evolved
licensing for software running on a server. At one point in time,
server-side software might have been licensed on a one-serverone-license basis. Improvements made in hardware technology
enabled servers to support more users or greater loads, causing
software vendors to rethink the way server products are licensed.
Initially, measuring server capacity switched to counting the
number of processors and then to counting cores for machines
using multi-core processers.
The implications of this shift in server licensing run deep. Software
can be moved from one server to another – which can occur for
failover, load-balancing, or hardware replacement reasons. In the
one-server-one-license environment, compliance is not affected
by moving loads (assuming all machines are licensed). However,
moving software from a machine with 16 cores to a machine with 8
cores, results in overspend on licensing, and of course compliance
violation if you shift from 8 to 16 cores.
Other models (described in Table 1) include, perpetual, subscription,
consumptive, concurrent/ networked, device, and user.
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THE DINROS MODEL
Created by Gartner, the DINROS framework is a model for evaluating SAM solutions.
Standing for discovery, identity, normalization, reconciliation, optimization, and sharing.

Software solutions based on the DINROS model will help you to:
• Calculate an ELP for each application installed on the corporate network
• Optimize spend on licenses, and
• Spread SAM intelligence throughout the organization.
Discovery
To calculate the ELP for all applications, the first step in the process is to detect the machines
connected to the corporate network. Any machine can run software, and so from a licensing
perspective, discovery should be as complete as possible to ensure that no application goes
unaccounted for. Discovery should detect physical (datacenter and cloud-based) and virtualized
machines. Examples of machines include: desktop computers, hosts, laptops, servers, mobile devices,
and virtual machines in a public/ private cloud or on a desktop.
Identify
Once all the machines have been discovered, the next step is to retrieve the information about software
installed on those machines. Identification is usually carried out by an agent installed on the machine,
or through remote interrogation. Both methods can extract the necessary information, but an agent
can also extract usage information, which is vital for license reharvesting. Remote collection methods
tend to consume greater amounts of network bandwidth, but are vital when installing an agent on a
machine is not possible.
Normalization
The result of identification is a massive amount of raw data describing the applications installed on the
corporate network, as well as the machines they run on. The process of normalization takes this raw data
and makes sense out of it. For example, depending on the rollout method for software installation, the
same application may have different names on different machines, even within the same organization.

Normalization recognizes applications in a homogenous manner, including bundling information, and
upgrade/ downgrade rights. Normalization ensures accurate software consumption counts.
Reconciliation
To create an ELP for each application, license entitlement needs to be reconciled with consumption
counts – which requires software entitlement information to be extracted from procurement systems,
software reseller portals, and other systems managing software licenses.
Reconciliation is a simple equation of license entitlements minus consumption. If the result is negative
consumption exceeds entitlement, requiring the SAM manager to determine whether additional
purchases are required. A zero or positive result shows that use of the application is compliant with the
interpretation of the terms and conditions of the license.
Optimization
This is the point at which SAM starts to get interesting for other parts of the business. Once
reconciliation is taking place regularly, SAM managers can start to work on cost control, safe in the
knowledge that they are aware of changes resulting in non-compliant use of software. Armed with the
necessary intelligence about usage and imminent vendor negotiation dates, the SAM manager can
make purchasing decisions based on fact rather than best guesses, optimizing spend on software,
ensuring that volume licensing deals are maximized, that shelfware can be reharvested, and users are
on the correct payment plans in accordance with actual usage of SaaS applications.
Sharing
Ideally, the steps of the DINROS framework are carried out by a software solution like Snow, which
maintains an accurate, consistent, and up-to-date record of software installed, usage, and entitlements.
An automated SAM solution exposes SAM data to other business functions through APIs, enabling SAM
intelligence to enhance business processes and decision making.
For example, by providing accurate data on available software licenses to ITSM, approved software
requests can be automatically deployed when licenses are available. Cost data can be exposed
to financial systems to enhance the accuracy of forecasts. Information about installed software
with approaching end-of-life dates can be exposed to IT security. Software missing patches can be
automatically repaired by forwarding vulnerability reports to the IT deployment system.
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PART II
HOW SAM HAS EVOLVED
WITH CLOUD COMPUTING

The cloud has been a game changer in terms of the flexibility it offers users and service providers.
Netflix is a prime example of an organization who rapidly outgrew the capabilities of their
datacenters. Due to the nature of streaming, their traditional datacenters were rapidly becoming
incapable of coping with demand surges during peak viewing hours. By providing on-demand
scalable capacity, cloud technologies solve the issue of dimensioning datacenters to cater for
peak demand. The shift to cloud allowed Netflix to expand their customer base without having to
construct additional datacenters.
Cloud computing provides many other advantages, including access to a wider market, the ability
to develop and rollout new services without impacting existing users, background upgrades and
maintenance, support for multiplatform services, as well as the capability to seamlessly chain
services provided by multiple vendors.
The irony of the cloud is that the very ease with which SaaS applications can be procured and
the simplicity of spinning up infrastructure causes IT costs to rise, despite vendor promises to
the contrary. The centralized control over scoping, procurement, and billing that IT departments
possess in traditional computing is lacking in the cloud. With this setting, the focus of SAM in the
cloud world is shifting from compliance to cost containment.
That said, the cloud has had a massive impact on licensing, as it enables both software and
hardware to be delivered on a subscription basis – Software-as-a-Service (SaaS), Infrastructure-asa-Service (IaaS), and Platform-as-a-Service (PaaS). Complexity increases with the cloud, as install
versions of SaaS applications, for example, can be included, ensuring that inventory must be able
to distinguish perpetual and SaaS versions of software.
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PERPETUAL TO SUBSCRIPTION
In response to workforce demands for constant access to
applications and more flexible use rights, vendors are shifting
to subscription-based models for delivering software. Emerging
models support use of subscription software on-premises as
well as traditional SaaS. It is possible that perpetual licenses will
at some point become extinct, but for the moment, the market
continues to support a mix of licensing.
The word perpetual is perhaps a bit of a misnomer when it
comes to licensing. A perpetual license entitles the consumption
of software within the terms and conditions of the agreement –
forever. Software, however, evolves and most of it goes End-of-Life
(EoL) at some point, after which the vendor is no longer obliged
to provide customers with updates, security patches or support.
Consequently, EoL software becomes a risk as it opens the door to
attack. In some cases, old software won’t run on newer hardware
and eventually it becomes an inefficient solution.
Cloud capabilities remove many of the headaches associated
with managing software and hardware, eliminating much of the
complexity involved in managing compliance. But IaaS and SaaS
replace compliance with another complex issue, namely risk and
cost control. In a cloud environment, SAM managers need to
assure that users are on the optimal subscription plan according
to usage, that installed software is fully patched, that off-boarded
users no longer have access to SaaS applications, and assuring
that hardware is not left running in a cloud environment because
the business need has changed, or somebody has forgotten to
decommission it.
So how does subscription software differ from perpetual? Naturally
it depends on the application and the terms and conditions of the
license agreement, but the following table provides an overview of
some of the conceptual differences.

CONCEPTUAL DIFFERENCES BETWEEN PERPETUAL AND SUBSCRIPTION LICENSING

Attribute

Perpetual

Subscription

Duration

Forever

For as long as payment continues
Some vendors offer grace periods after final payment to allow users
access to their files/ change their minds

Storage

Not usually included

Often included if the subscription is cloud-based to enable anywhere,
anytime access to data

Usage

Unlimited

Can be limited, especially when cheap per unit prices are offered rather
than monthly or annual fees

User

Varies

Often named user

Number of
installs

Usually one, some applications include
rights for home use under certain conditions

Depends on the subscription plan. Vendors often allow several installs
to enable users to work on multiple devices in different locations

Type

Machine install

Web-based, device install, and mobile application

Delivery

Often through a software deployment tool
centrally controlled by IT

Authenticated through vendor portal

Updates

Depends on the overall agreement between
the vendor and the customer

Usually included

Maintenance
and Support

Depends on the overall agreement between
the vendor and the customer

Usually included
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CLOUD METRICS

SAAS – FROM COMPLIANCE TO COST CONTAINMENT

Naturally, the cloud changes the metrics vendors use to govern
the way software is licensed. For pure SaaS applications, the
concept of number of installations, for example, simply doesn’t
apply as the software, by definition, isn’t installed. Instead, metrics
like named-user licensing have become more appropriate. New
measurements are emerging as cloud adoption rises, pay-as-youuse daily rates are popular for virtual infrastructure, for example,
with varying rates appropriated to various levels of service.

Software-as-a-Service is usually provided on a subscription basis
with monthly, annual, or usage-based fees. SaaS licenses tend to
be offered on different levels or plans – such as bronze, silver, and
gold – enabling enterprises to choose the level of service that best
suits the needs of individual users.

The key piece of insight
when it comes to cost
control for SaaS is usage –
knowing what applications
people are using, and more
significantly whether they
can be downgraded or need
to be upgraded.

Great savings can be made by ensuring that software consumption
matches the chosen SaaS subscription plan. A manager, for
example, might be assigned to the gold subscription plan for an
application.
If the manager doesn’t use the additional services included in the
premium version, savings can be made by assigning the gold-plan
license to another user, and the manager can be downgraded
to the bronze or silver plan. Similarly, users can be shifted to a
cheaper cloud-only plan if they do not use the installed version of
an application.
Processes need to be in place to offboard employees correctly,
ensuring that former employees no longer have access to SaaS
services. Without such a process, users may be counted by the
vendor but not by the SAM solution, leading to an underestimation
of license requirements – an issue that isn’t likely to surface until an
audit is a fact.
The key piece of insight when it comes to cost control for SaaS is
usage – knowing what applications people are using, and more
significantly whether they can be downgraded or need to be
upgraded.
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FROM THE DATACENTER TO IAAS AND BACK
As the Netflix example shows, shifting infrastructure to the
cloud facilitates new business models and fosters enterprise
collaboration to deliver enhanced services.
Cloud and virtualization services are changing the way companies
build their infrastructures and sell their services. Building an entire
infrastructure with computational resources, storage capacity,
networking, backup and failover is a straightforward enough
process that can be carried out via the web portal of a cloud service
provider. Cloud technologies relieve the IT department of many
headaches and the constant concern that something might fail.
The days of ordering the right hardware, waiting for it to be delivered,
installing it, securing it, adding backup, and then laying software over
the top are disappearing. But, these on-premise systems will continue
to exist, and for reasons related to security and compliance with
evolving data protection regulations, certain applications will continue
to run on local datacenters, leaving many organizations with hybrid
infrastructure solutions that need to be managed.
Cloud provider portals, enable users to spin up a VM in a couple
of clicks, upload some software to it, use it and then move on.
Unfortunately, those VMs will continue to run – and cost you
money – until you have properly decommissioned them. And that’s
bad enough if you are just paying for the infrastructure, but if there
is software installed on these zombie VMs, you’ll end up paying for
those licenses as well!
Ensuring compliance in a cloud environment is, in principle, the
same process as it is for an on-premise datacenter: you need to
know what software is running, on what hardware, and who is
using it. The difficulty in a cloud environment is control and insight.
Business users can spin up resources, install software on those
resources, but the IT department won’t know about it until a line
item appears on an invoice – and even then, it’s unlikely that who

has created resources will be known. The ability to spin up VMs so
readily often leads to over-dimensioning. The click-ease of modern
portals and the lack of control over the ordering process make it
all too simple to order VMs that are too powerful, have too much
storage, and too much bandwidth for your application.
And it’s not just the ease of ordering resources that leads to
over-dimensioning. Lack of understanding of what resources
are needed to run an application efficiently leads to just-in-case
purchases. Even with the best-laid plans, circumstances change,
leaving you paying for more machines, more storage, and more
networking services than you are using.
The variety of payment options is a challenge when it comes to
evaluating cloud services. Getting the best deal or rates for
infrastructure often requires making an up-front payment.
Overestimating your upfront commitment will lead to unused
spend, which is often forfeited. Underestimating need will put you
on a more expensive payment plan leading to overspend. Again,
insight into your needs and how they are changing is vital for
accurate forecasting.
For software running in a public cloud environment, information
about the hardware it is running on may not be available to you –
making it practically impossible to determine whether you are using
an application in a compliant manner. This challenge is exacerbated
by the ease with which cloud resources can be spun up by business
users who lack the understanding of how changes in the hardware
environment can impact your compliance situation.
Consequently, running expensive enterprise software in cloud
environments needs to continue to be tightly controlled by IT
with architectures designed together with licensing experts and
sometimes even the vendor.
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A GLIMPSE OF THE FUTURE
SAM has been evolving since software became a mass-market industry. And like so many other
industries that are built on a technological core, the one thing we can be sure of is change. Licensing
rules, regulations and governance, as well as the supporting technologies are all going to change.
As virtualization deepens, underlying hardware – the machines – will become less significant, measured
in terms of computational capacity, memory, and storage, with software delivering the services people
and businesses need. There is the possibility that desktop/ laptop computing will disappear, leaving
the mobile as the controller that unlocks cloud and on-premise resources. In such an environment,
gathering software consumption data from multiple sources may become more streamlined.
The shift to subscription models for software removes much of the need to monitor license compliance, but
replaces it with the need to monitor costs in the form of unused subscriptions, unassigned subscriptions, and
users on the wrong subscription for their needs. SAM tools are shifting from managing licenses to managing
risk in the form of overspend, unplanned spend,
and regulatory compliance.
As the Internet-of-Things (IoT) and Artificial
Intelligence (AI) technologies mature, they
will create additional layers of complexity
in software licensing. The IoT differs from
traditional systems architecture because
the software, hardware, and communication
systems connecting them to a point of
central processing are customized for each
IoT application. Almost the opposite of the
evolution of mass-market enterprise software
toward multi-platform hardware-agnostic
solutions.
The sheer numbers of devices in the IoT
– estimated to be 20 billion by 2020 – for
example, breaks device-based software
licensing by simply being too big. Single AIdriven bots, which can carry out the tasks

of hundreds perhaps even thousands of people will break user-based licensing by being too small.
New licensing models will emerge, likely based on revenue. We will start to see the evolution of APIbased licensing metrics that are more aligned with the digital economy. For example, with application
programming interface (API)-based licensing, license or subscription fees can be based on the number
of interfaces or the volume of interactions that pass-through APIs.
The impact of deeper automation on society and the controversy surrounding the capability of software
to carry out white-collar jobs are widely-debated subjects. Since they came into existence, machines
have been putting humans out of jobs. But robots and automated workflows also remove people from
hazardous working environments and eliminate mind-numbing, repetitive jobs. History has shown that
as we progress, we create new disciplines with new products that people want to consume – which in
turn creates new jobs. For SAM, automation removes repetitive low-level tasks such as the mundane
monitoring of machines, balancing of workloads, approval processes, software requests, license
assignments, and tracking costs to accurately forecast need.

SIDEBAR ON END OF LIFE/ VULNERABILITIES
The Wannacry ransomware attack, which occurred in May 2017, exploited a known software
vulnerability for which a patch existed. Unfortunately, for organizations running EoL versions of the
software, security patches were not available until after the attack.
Following the attack, Snow released a script that identified the reach of the patch and the status of the
SMB protocol – the mechanism used by the worm to spread within an enterprise. The script enabled
customers to determine their level of risk, identifying computers that hadn’t been patched, even remote
machines.
But the situation could have been avoided. Not all organizations can or want to let go of core business
systems built on EoL software. But, armed with knowledge about the vulnerabilities these systems
expose your organization to, can help to build special protection measures.
What the Wannacry incident highlights is the significant value the data collected by a SAM solution
presents to other business disciplines – security in this particular case. SAM data that is collected for
compliance purposes, can be put to good use by the CFO for accurate budgeting, by IT for software
catalog population, and by HR and IT to automate repetitive user management tasks.
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